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A+ and MCSE Virtual Class 
 
Product Info 

 
A+ 2006 All-In-One LearnSmart Video Training  
 
 
Description: Pass all four CompTIA A+ certification exams with our A+ "All-in-One" LearnSmart Video Training course. In this 

easy-to-use CBT video training, expert A+ certification trainer Mike Meyers shares his years of A+ training experience with you. 

LearnSmart gives you the best training experience with full-color video plus studio quality graphics, animations and sound. A+ "All-

on-One" LearnSmart Video Training includes complete CBT training for all of your A+ certification exams. 
Hours of Instruction: 36 Hours of CBT 

CDs: 12 CDs 

Product Highlights: With 36 hours of instruction on 12 discs, A+ 2006 LearnSmart Video Training is the only core learning 

you need for the A+ exams. No other outside training is needed!  

 
Mike Meyers, the world’s foremost A+ expert, shows you how hardware components and operating systems work together for 

optimum functionality. installing, configuring, upgrading, and troubleshooting Windows operating systems and hardware 

components. Using a variety of visual resources, such as diagrams and animations, Mike is able to clearly communicate information 

to you in a way that’s easy to understand.  

 

When you’ve completed this LearnSmart Video Training, youôll have the knowledge needed to successfully pass the 4 

CompTIA A+ exams. 

 

Topics Covered: A+ LearnSmart Video Training 

--------------------------------------- 
With A+ "All-in-One" LearnSmart Video Training, you'll learn everything you need to pass all 4 CompTIA A+ certification 

exams in a single CBT course. A+ "All-in-One" LearnSmart Video Training provides complete training for all of the following skills 

that are required for A+ certification: 

 

Session 1 

Section A: Certification Standards 

  A+ Test Versions  

  Testing Locations and Information 

Section B: Visible PC 

  Computer Hardware  

  System Unit Overview  

  Connectors  

  Sound Connectors  

  New System Unit Connectors 

Section C: System Unit  

  Inside the System Unit  

  Motherboard Components  

  Electrostatic Discharge  

  Power Supply and Cables 

Section D: CPU Overview  

  Data Bus  

  Counting in Binary  

  Clock Speed  

  Program Commands  

  RAM  

  Address Bus  

  Line of Code 

Section E: CPUs 

  Intel 8086  

  Internal CPU Speed  

  RAM Cache  

  Double Cache  

  CPU Types  

  Historical CPUs  

  Pipelining  

  Four-Step Process  
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  Dual Pipelines 

Section F: Modern CPUs 
  Chip Sets  

  Frontside/Backside Bus  

  Pentium  

  PGA CPU  

  LGA CPU  

  Speculative Execution  

  MMX  

  VRM  

  AMD-K5/Pentium Pro 

Section G: Processors 
  Pentium III  

  Code Names  

  AMD Athlon Thunderbird 

Session 2 

Section A: Next Generation CPUs 

  Pentium 4  

  The Process  

  Pentium Speed  

  Hyper-Threading  

  Two CPUs  

  32-Bit Processors 

Section B: Processor Types 

  64-Bit Processor  

  AMD 64-Bit Processor  

  AMD Solution  

  Core Processors  

  Low-End Processors  

  Mobile Processors 

Section C: Installing and Upgrading CPUs 

  Installing a CPU  

  Fan Installation and Connectors  

  Over-Clocking  

  Liquid Cooling  

  Reservoir, Pump, and Radiator 

Section D: RAM Concepts  

  RAM Transistors and Capacitors  

  DRAM Organization  

  DRAM  

  Memory Chips (x8, x16, x32) Width 

Section E: RAM Types 

  FPM/EDO  

  SDRAM  

  RDRAM  

  DDR SDRAM  

  Measuring DDR and DDR2 Speed  

  Dual-Channel  

  ECC RAM/Double-Sided DRAM 

Section F: Installing and Repairing RAM 

  Adding RAM  

  RAM Count  

  CPU-Z  

  RAM Errors 

Session 3 

Section A: CMOS  

  BIOS Chip  

  CMOS Set Up  

  Basic CMOS  

  Advanced CMOS  

  Security  

  Boot and Exit Options  

  Clearing CMOS  
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Section B: Power-On Self Test (POST) 

  Beep Codes  

  Text Error Code  

  POST Card  

Section C: Expansion Bus 

  Expansion Slots  

  PC Bus  

  ISA Bus  

  False Starts  

  PCI  

  AGP  

  Parallel vs. Serial  

  PCI Express  

Section D: System Devices 

  System Resources  

  I/O Addresses  

  Device Manager  

  Hexadecimal  

  Hex to Binary  

Section E: Interruption 

  IRQ Wire  

  PCI/ISA Interrupt Channels  

  IOAPIC  

  Interrupt Request  

  DMA  

Section F: Installing Devices 

  Network Card Installation  

  Device Errors  

  COM Ports and LPT Ports  

Section G: Motherboard 

  AT/ATX  

  BTX  

  NLX  

  ITX  

  Motherboard Installation  

  Wire Placement  

  AMR/CNR  

Section H: Power Supply 

  AC/DC Transformer  

  Surge Suppressor  

  AT and ATX Power Supplies  

  Connectors  

  ATX Power Versions  

  Latest Generation Power Supplies  

Session 4 

Section A: System Build  

  Assembly  

  Case Components  

  Mounting the Motherboard  

  Fan Mounting  

  Power Supply Installation  

Section B: Hard Drive Technology 
  Read-Write Armature  

  Flux Reversal  

  CHS Values  

  Drive Types  

  Terminology  

  Hard Drive Controllers  

Section C: ATA Hard Drives 

  ATA-1 Standard  

  ATA-2 (EIDE) Standard  

  ATA-4 Standard  

  ATA-5 Standard  
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  Cables  

  Controller Issues  

  Interrupt 13 Extensions  

  ATA-6 Standard  

  Serial ATA  

Section D: SCSI 

  Concepts  

  Host Adapter  

  SCSI Chains  

  Termination  

  LUN  

  SCSI Types  

  Termination Types  

  SCSI Cable Lengths  

Section E: PATA Hard Drive Installation 

  Drive Components  

  SetUp Utility  

  Boot Order  

  Set Boot Order  

  Configure Drive  

Section F: CD Media 

  Compact Disc  

  CD-ROM  

  Speed Ratings  

  CD-R  

  CD-RW  

  80 Millimeter CDs  

  DVD-ROM Types  

  High Definition  

  DVD Media  

Session 5  

Section A: Removable Media 

  Floppy Drives  

  Thumb Drives  

  External Hard Drives  

  USB Connectors  

  FireWire  

  eSATA  

  Flash Drives  

Section B: Sound 

  Sound Cards  

  Sound Card Setup  

  Speakers  

  Sound Card Installation  

  Sound Devices  

  Codecs  

Section C: CRT and LCD Monitors 

  Video Cards  

  Video RAM  

  CTR Monitors  

  LCD Monitors  

  CCFLs  

  Response Rate  

  Brightness/Contrast  

Section D: Video Technology 

  VGA Connection  

  DVI  

  Video Resolution  

  Color Depth  

  Dual-Link DVI  

  Projectors  

  Monitor Size and Resolution  

  Video Cards  
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Section E: Video Card Installation 

  Beginning Installation  

  Uninstall Video Card  

  Video Card Tools  

  Display Property Settings  

  Advanced Options  

  Power Option Properties  

  Troubleshooting Installation Issues  

Session 6  

Section A: Modern Operating Systems 

  Types and Function  

  User Interfaces  

  Partitioning and Formatting  

  Network Support  

  Domains, Workgroups, and Applications  

Section B: Operating Systems 

  File Allocation Table  

  Windows History  

  System Versions  

  Linux/UNIX/Uuntu  

  Macintosh OSX  

Section C: Installing and Upgrading 
  Installation Checklist  

  Clean Install  

  Partitions, Service Packs, Updates  

Section D: Installing Windows 

  CMOS Setup  

  Partition and Format Setup  

  Product Codes  

  Windows XP Setup  

  Settings and Users  

Section E: Finalizing Installation 

  Installing Drivers and Devices  

  Installing DirectX Video Cards  

  Activation, Updates, Options Software  

Section F: Windows Setup Tools 

  Properties and Interface  

  NT Loader/NT Detect  

  Boot.ini and SWAPFILE  

  Adjusting Virtual Memory  

  File Extensions and Attributes  

  Registry Editor  

Section G: Installing Drives 

  Master Boot Record  

  Partitions and Dynamic Drives  

  Drive Partitioning  

  Creating Extended Partitions  

  Converting to a Dynamic Drive  

Section H: RAID 

  RAID 0  

  RAID 1  

  Parity  

  RAID 5  

  RAID 0+1  

  Hardware RAID  

  Enabling RAID  

  RAID Set  

  Software RAID  

Session 7  

Section A: I/O Devices and Settings 

  Keyboards and Mice  

  Control Panel  

  Web Camera  
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  Microphone  

  Sound and Audio Device Properties  

  Specialty Devices  

  Cleaning Components  

  Keyboard and Mice Cleaning  

Section B: Command Prompt 

  Introduction  

  Documents and Settings  

  File Volumes  

  Specialty Commands  

  Attributes  

Section C: Working with Command Prompt 
  Directories  

  Wildcards  

  Deleting Files  

  Copy Command  

  Xcopy  

  Move Command  

Section D: Basic Windows Maintenance 

  File Fragmentation  

  Error Checking  

  CHKDSK  

  Disk Cleanup  

  Disk Cleanup Options  

Section E: Backup 

  System Restore  

  System Restore  

  ASR/ERD  

  Bootable Drives  

  Live CDs  

  Event Viewer  

Section F: Troubleshooting Windows 

  Startup Problems  

  Recovery Console Commands  

  Recover Registry Commands  

  Recovery CDs/Partitions  

  Windows Advanced Options Menu  

  AutoStart Programs  

Section G: Windows Errors 

  Task Manager/Processes  

  System File Checker  

  Services  

  Remote Desktop  

  Windows Reporting Tool  

Session 8  

Section A: Networking 

  Network Cables  

  Cat Levels  

  Fiber-Optic Cable  

  Fire Ratings  

  Network Connectors  

Section B: Hardware Technology 

  Network Connections  

  MAC Address Details  

  Packets  

  Ethernet Standard  

  CSMA/CD  

  10Base-T  

  100Base-T  

  1000Base-T  

  Network Card Settings  

  Network Hub  

Section C: Wireless 
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  Wireless Options  

  Wireless Access Points  

  Connecting to a Wireless Network  

  Cellular Wireless  

  Bluetooth Introduction  

  Working with Bluetooth  

Section D: Network Protocols 

  Protocol Stacks  

  IPX/SPX  

Section E: TCP/IP Protocol 

  TCP/IP Properties  

  DNS  

  DNS Resolution  

  DHCP  

  APIPA 

Session 9 

Section A: Network Sharing 

  Workgroups/Domains  

  Rights and Permissions  

  Groups  

  Setting Up User Accounts  

  File Sharing  

  Making Workgroups and Sharing  

  Accessing Shared Folders  

  Sharing a Network Printer  

Section B: The Internet 

  Connections  

  ISDN  

  Cable Modem  

  DSL  

  Satellite  

  Broadband Box  

  Routing  

  Router Diagram  

  Firewall Configuration  

Section C: Internet Services 

  Ports  

  TCPView  

  TCP, UDP, and ICMP Packets  

  Internet Options  

Section D: Network Troubleshooting 

  Structured Cabling  

  Cable Testers  

  Link Lights  

  Configuration Commands  

  Ipconfig  

  Shared Resources  

Session 10 

Section A: Laptops vs. Desktops 

  Internal Components  

  Hard Drive  

  External Monitor  

  Function Keys  

  Power Settings  

  Monitor  

  Port Replicator  

  PCMCIA  

  Power and Batteries  

Section B: Troubleshooting Laptops 

  AC Adaptor  

  Power Checklist  

  Multimeter  

  Testing Process  
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  Connecting to a Laptop  

  Infrared Port  

  Devices  

  LCD  

  Diagnosis Checklist  

  Input Devices  

Section C: Printers 

  Dot Matrix  

  Inkjet  

  Laser  

  Toner  

  Laser Printer Diagram  

  Other Printer Types  

Section D: Installing Printers 
  Printer Installation  

  Installing Print Drivers  

Section E: Printer Settings and Maintenance 

  Print Options  

  Printer Features  

  Toner Cartridges  

  Scheduled Maintenance  

  Print Problems  

Section F: Scanners 
  Overview  

  TWAIN  

  Scanner Maintenance  

Session 11  

Section A: Security 

  Passwords  

  Security Devices  

Section B: Protecting Your PC  
  Security Review  

  Virus Definition  

  More Definitions  

  Software Firewall  

  avast!  

  Locking and Encryption  

  SSL  

  Policies  

Section C: Protecting Your Network  

  Wireless Security  

  Encryption  

  NAT  

  DHCP Server  

  Social Engineering  

  This Old PC  

Section D: Troubleshooting Methods  

  FRU  

  System Diagnosis  

  Mental Reassemble  

  Validate Results  

Section E: Safety 
  Safe Working Environment  

  Dangerous Components  

  Accidents  

  Disposables  

Section F: Communication and Professionalism  

  Use Clear, Concise, Direct Statements  

  Avoid Interrupting  

  Clarify Statements, Ask Questions  

  Avoid Jargon, Abbreviations, Acronyms  

  Listen to Customers  

  Maintaining Positive Attitude and Voice  
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  Avoid Arguing/Being Defensive  

  Do Not Minimize Customer Problems  

  Avoid Being Judgmental  

  Avoid Distractions/ Interruptions  

  Respectful of Property  

Session 12  

Section A: Importance of Communication Skills  

  Being a Powerful Communicator  

  Improved Quality, Reduced Costs  

Section B: Communications Theory  

  Communication Formulas  

  Communication Process  

  Three Perceived Elements  

  Tone of Voice  

  Body Language  

  Environment  

  Communication Roles  

Section C: Listening Skills  

  Hindrances of Listening  

  Effective Listening  

  Seven Distractions  

  Five Listening Levels  

Section D: Effective Listening Techniques  

  Empathy Listening  

  Seek Synergy  

  Five Steps of Listening  

  Asking Questions  

  Customer Service Principles  

Section E: Translating Your Knowledge  

  Comparison Method  

  Contrast Method  

  Construction Method  

  Combination Method  

  Things to Remember  

Section F: Building Rapport  

  Three Rapport Elements  

  Use Their Names  

  Discover Their Interests  

  Let Them Talk  

  Pacing  

  Match Conversational Modalities  
Self-paced learning 

Industry expert instructors 

 

Product Info 

 
CISSP LearnSmart Video Training  
 
Description: Gain in-depth CISSP knowledge from industry-leading instructor Michael Solomon. Michael's enthusiasm and expert 

insight brings technology to life to make learning exciting and rewarding. When you complete this training, you'll have all the 

knowledge you need to pass the CISSP certification exam. 
Hours of Instruction: 33 Hours of CBT 

CDs: 11 CDs 

Product Highlights: With 33 hours of instruction on 11 discs, CISSP LearnSmart Video Training is the only core learning you 

need to become an expert in information security management and critical security issues. No other outside training is needed! 

 
In this comprehensive training, leading expert instructor Michael Solomon covers the full CISSP Common Body of Knowledge, 

explains how the various domains relate in an overall security policy and delivers solid preparation for the certification exam. Using 

his skilled background and a variety of visual resources, such as diagrams and animations, Michael is able to clearly communicate 

information to you in a way that’s easy to understand. 
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When you’ve completed this LearnSmart Video Training, you will understand the security concepts and issues required to 

pass the CISSP exam. 

 

 

Topics Covered: Learn Everything for CISSP® 

Use CISSP® LearnSmart Video Training to learn everything that a CISSP® needs to know and pass your CISSP® certification 
exam. When you complete this CBT course, you'll be an expert on the following "must-know" skills for your CISSP® certification: 

 

Security Management Practices  

Session 1  

Section A: Introduction  

 CD Tour  

 Why CISSP?  

 Requirements  

 Required Domains  

 

Section B: The Security Triangle  

 Securing the System  

 Confidentiality  

 Integrity  

 Availability  

 
Section C: Security Management Training  

 Security Administration  

 Organizational  

 Physical Risks  

 Human Risks  

 Risk Management Terms  

 Risk Management Options  

 Legal Responsibility  

 Risk Assessment Team  

 

Section D: Risk Assessment  

 Cost vs. Benefit  

 Single Loss Expectancy  

 Annual Loss Expectancy  

 Calculating Overall Risk  

 Pros & Cons  

 Qualitative Assessment  

 Selecting Controls  

 

Section E: Data Classification  
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 Classification Criteria  

 Data Responsibility  

 Commercial Data  

 Government Data  

 

Section F: Security Policy  

 Security Policy Types  

 Standards  

 Guidelines  

 Procedures  

 

Section G: Job Policies & Training  

 Hiring Practices  

 Termination Practices  

 Job Descriptions  

 Job Activities  

 Security Awareness  

 Tailoring Training  

 

Access Control Systems & Methodology  

Session 1  

Section A: Access Control Basics  

 Access Control  

 Least Privilege  

 Accountability  

 Physical Access  

 Administrative Access  

 Logical Access  

 

Section B: Access Control Techniques  

 Control Types  

 Control Categories  

 Security Labels  

 Discretionary  

 Mandatory  

 Nondiscretionary  

 Access Control Lists  
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Section C: Access Control Implementation  

 Centralized Authentication  

 RADIUS  

 TACACS  

 Decentralized  

 Hybrid Model  

 

Section D: Identification & Authentication  

 Phases  

 Type 1 Authentication  

 Type 2 Authentication  

 Type 3 Authentication  

 Single Sign-on  

 Kerberos  

 Kerberos Process  

 SESAME  

 

Section E: Attack & Monitor  

 Brute Force  

 Dictionary  

 Denial of Service  

 Spoofing  

 Man-in-the-Middle  

 Monitoring  

 Intrusion Detection  

 Penetration Testing  

 

Security Architecture & Models  

Session 1  

Section A: Organization  

 CPU  

 RAM  

 ROM  

 Erasable PROM  

 Memory Addressing  

 Cache Memory  

 Virtual Memory  

 

Section B: Machine Operation  
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 Hardware/Software  

 Machine Types  

 Execution Cycle  

 Scalar Processors  

 CPU Types  

 Capabilities  

 
Section C: Operating Modes/Protection Mechanisms  

 Operating States  

 Operating Modes  

 Storage Types  

 Layering  

 Abstraction  

 Least Privilege  

 Accountability  

 Definitions  

 

Section D: Evaluation Criteria  

 Orange Book  

 TCSEC  

 Other Criteria  

 International Criteria  

 

Section E: Security Models  

 State Machine Model  

 Bell-LaPadula Model  

 Biba Model  

 Clark-Wilson Model  

 Information Flow Model  

 Noninterference Model  

 

Section F: Common Flaws & Issues  

 Covert Channels  

 Initialization State  

 Parameter Checking  

 Maintenance Hooks  

 Programming  

 Timing Issues  
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 EMR  

 

Operations Security  

Session 1  
Section A: Administrative Management  

 Duty Separation  

 Least Access  

 Accountability  

 Privacy & Protection  

 Legal Requirements  

 Illegal Activities  

 

Section B: Operation Controls  

 Record Attention  

 Backups  

 Data Removal  

 Anti-Virus  

 Privileged Functions  

 Resource Protection  

 

Section C: Auditing  

 Frequency  

 Audit Trails  

 Audit Reporting  

 Sampling  

 Retention  

 

Section D: Monitoring  

 Categories  

 Warning Banners  

 Keystroke Monitoring  

 Traffic Analysis  

 Trend Analysis  

 Tools  

 Failure Recognition  

 

Section E: Intrusion Detection  

 Intrusion Prevention  
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 IDS Types  

 Penetration Testing  

 Inappropriate Activity  

 

Section F: Threats & Countermeasures  

 Interception  

 Human Factors  

 Fraud & Theft  

 Employee Sabotage  

 Disaster Recovery  

 Hackers  

 Espionage  

 Malicious Code  

 

Business Continuity & Disaster Recovery Planning  

Session 1  

Section A: BCP Project Scope  

 Organization Analysis  

 Planning Team  

 Resource Requirements  

 Legal Requirements  

 

Section B: Business Impact Analysis  

 Interruption  

 Resource Prioritization  

 Continuity Strategy  

 BCP Approval  

 

Section C: DRP Planning & Recovery  

 Identification  

 Crisis Management  

 Recovery  

 Data Center Alternatives  

 More Alternatives  

 Processing Agreements  

 

Section D: Recovery Plan  

 Emergency Response  
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 Data Backup  

 Backup Types  

 Off-Site Storage  

 Utilities  

 Logistics  

 Emergency Services  

 Documentation  

 

Section E: Recovery Plan Implementation  

 Training  

 Checklist Test  

 Structured Walk-through  

 Simulation Test  

 Parallel Test  

 Full-Interruption Test  

 

Telecommunications, Network & Internet Security  

Session 1  

Section A: OSI Reference Model  

 Protocols  

 Standards Organization  

 OSI Review  

 Logical Data Flow  

 Physical Data Flow  

 

Section B: OSI Layers  

 Application Layer  

 Presentation Layer  

 Session Layer  

 Transport Layer  

 Network Layer  

 Data Link Layer  

 Physical Layer  

 
Section C: Physical Media & LAN Technologies  

 Twisted Pair  

 Coaxial  

 Fiber Optics  

 Star Topology  

 Bus Topology  
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 Ring Topology  

 Tree Topology  

 Mesh Topology  

 

Section D: LANs, WANs, & Remote Access  

 Ethernet  

 Other Access Methods  

 Signaling Types  

 Network Types  

 Dialup  

 ISDN  

 DSL  

 Wireless/Cable  

 

Section E: Remote Access Security  

 VPN  

 PPTP  

 IPSec  

 Connection Security  

 User Authentication  

 Node Authentication  

 

Telecommunications, Network & Internet Security  

Session 2  

Section A: Network Devices  

 Hubs  

 Bridges  

 Switches  

 Routers  

 Gateways  

 Firewalls  

 
Section B: Firewalls  

 1st Generation  

 2nd & 3rd Generation  

 4th & 5th Generation  

 Packet-Filtering Router  

 Screened-host  

 Dual-homed Host  
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 Screened-subnet  

 

Section C: Security Protocols & Services  

 TCP/IP  

 Network Layer  

 Transport Layer  

 Application Layer  

 SDLC/HDLC  

 Frame Relay  

 ISDN  

 X.25  

 

Section D: Security Techniques  

 Tunneling  

 Network Monitors  

 Transparency  

 Hash Totals  

 Email Security  

 Facsimile Security  

 Voice Communication  

 

Section E: Common Network Attacks  

 Network Abuses  

 ARP  

 DoS/DDoS  

 Flooding  

 Spoofing  

 Spamming  

 Eavesdropping  

 Sniffers  

 

 

Applications & Systems Development  
Session 1  

Section A: Application Issues  

 Software Development  

 Application Environments  

 Malicious Code  

 Agents  

 Applets  



  A+ and MCSE Virtual Class 
 
   WWW.KQEINC.COM                                                           
     11301 US Hwy 301 Suite 104 
     Thonotosassa, FL 33592  
 

      

     Telephone:     (813) 315-9883 
     Fax Number:  (813) 902-6160 

 

WWW.KQEINC.COM 

 Objects  

 

Section B: Databases & Data Warehousing  

 Databases  

 Relational Database  

 Record Identification  

 Query Language  

 Data Warehouses  

 Aggregation  

 Interference  

 Polyinstantiation  

 

Section C: Data & Information Storage  

 Data Handling  

 Data Storage  

 Virtual Memory  

 Information Retrieval  

 Knowledge-based Systems  

 

Section D: System Development Controls  

 Coding Controls  

 Development Life Cycle  

 Design  

 Certification  

 Certification Standards  

 

Section E: Security Development Controls  

 Isolation Architecture  

 Administration Control  

 Design Control  

 System Control  

 Modes of Operation  

 Integrity Levels  

 Service Level Agreement  

 

Section F: Malicious Code  

 Players  
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 Viruses  

 Virus Types  

 OS Vulnerability  

 Other Malicious Code  

 Anti-virus Protection  

 

Section G: Methods of Attack  

 Brute Force  

 Social Engineering  

 DoS/DDoS  

 Spoofing  

 Pseudo Flaw  

 Buffer Overflows  

 TOC/TOU  

 Tool Kits  

 

Cryptography  

Session 1  

Section A: History & Goals of Cryptography  

 Ancient History  

 Modern History  

 Confidentiality  

 Integrity  

 Authentication  

 Non-Repudiation  

 

Section B: Concepts & Methodologies  

 Transposition Cipher  

 Substitution Cipher  

 Cipher Categories  

 Cipher Process  

 Symmetric Algorithms  

 Asymmetric Alogorithms  

 Message Authentication  

 

Section C: Cryptographic Algorithms  

 DES  

 Triple DES  

 Other Symmetric Algorithms  

 AES  
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 Asymmetric Algorithms  

 Hashing Algorithms  

 

Section D: Cryptographic Practices  

 Digital Signatures  

 Signature Types  

 Key Distribution  

 Steganography  

 Public Key Infrastructure  

 

Section E: System Architecture  

 PEM  

 MOSS  

 S/MIME  

 SSL  

 HTTPS  

 SET  

 IPSEC  

 ISAKMP  

 

Section F: Methods of Attack  

 Brute Force  

 Known Plaintext  

 Chosen Ciphertext  

 Chose Plaintext  

 Meet-in-the-middle  

 Man-in-the-middle  

 Birthday  

 Replay  

 

Law, Investigations & Ethics  

Session 1  
Section A: Types of Computer Crime  

 Military Attacks  

 Business Attacks  

 Financial Attacks  

 Terrorist Attacks  

 Grudge Attacks  

 "Fun" Attacks  
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 Hacking/Cracking  

 

Section B: Categories of Law  

 Criminal Law  

 Civil Law  

 Administrative/Regulatory Law  

 Intellectual Property Law  

 Trade Secrets  

 Copyrights  

 Trademarks  

 Patents  

 

Section C: Computer Laws  

 Technology Threat  

 Government Intervention  

 Fraud & Abuse Act  

 Security Act  

 Amended Security Act  

 Security Reform Act  

 Privacy Acts  

 Patriot Act  

 

Section D: Types of Incidents  

 Incident Categories  

 Scanning Incidents  

 Compromise Incidents  

 More Compromise Incidents  

 Malicious Code Incidents  

 DoS Incidents  

 

Section E: Incident Handling  

 Knowledge  

 Response  

 Contain Damage  

 Reporting  

 

Section F: Investigation & Evidence  
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 Evidence Handling  

 Evidence Types  

 Evidence Admissibility  

 Search & Seizure  

 

Section G: Ethics  

 Code of Ethics  

 Ten Commandments  

 RFC 1087  

 GASSP  

 

 

Physical Security  
Session 1  

Section A: Physical Security Threats  

 Threats  

 Threats Continued  

 More Threats  

 

Section B: Facility Requirements  

 Security Policy  

 Critical Path Analysis  

 Access Controls  

 

Section C: Physical Security Controls  

 Administrative Controls  

 Fences/Gates  

 Lighting  

 Security Guards/Dogs  

 Keys/Badges  

 Detective Controls/CCTV  

 Restriction/Escorts  

 Technical Controls  

 

Section D: Environmental Issues  

 Power  

 HVAC  
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 Water Leakage/Flooding  

 Fire Detection/Suppression  

 Natural Disasters  

 
Self-paced learning 

Industry expert instructors 

 

Product Info 

 

Server 2003 Network Environment (70-290) LearnSmart 

Video Training 
 

 

Description: Gain in-depth Server 2003 Network Environment (70-290) knowledge from industry-leading author and instructor 

Aaron Spurlock. Aaron provides expert insight and sincere excitement for technology in this comprehensive training product. When 

you complete this training, you'll have all the knowledge you need to pass this portion of Microsoft's MCSE 2003 certification. 

Hours of Instruction: 15 Hours of CBT 

CDs: 5 CDs 

Product Highlights: With 15 hours of instruction on 5 discs, Server 2003 Managing a Network Environment LearnSmart Video 

Training is the only core learning you need for this exam. No other outside training is needed! 

 

In this comprehensive training, leading expert instructor Aaron Spurlock explores installing, configuring, and administering 

Microsoft Windows Server 2003. Using his skilled background and a variety of visual resources, such as diagrams and animations, 

Aaron is able to clearly communicate information to you in a way that’s easy to understand.  

 

When you’ve completed this LearnSmart Video Training, youôll have the knowledge needed to successfully pass Microsoft’s 

Server 2003 Managing a Network Environment (70-290) exam. 

 

 

Topics Covered: Learn Everything for Server 2003 Network Environment (70-290) 

Use Server 2003 Network Environment (70-290) LearnSmart Video Training to learn all of the most important Microsoft Networking 

skills and pass your MCSE (70-290) certification exam. When you complete this CBT course, you'll be an expert on the following 

"must-know" skills for MCSE certification: 

 

Session 1  

Section A: Introduction  

 Course Overview  

 Windows 2003 Family  

 Windows 2003 Editions  

 Standard & Enterprise  

 Datacenter & Web  

 

Section B: Installation  
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 Prerequisite Knowledge  

 Hardware Requirements  

 Clean Installations  

 Upgrade Installations  

 Upgrading NT 4.0 Domains  

 NT 4.0 Upgrade Issues  

 NT 4.0 Upgrade Order  

 Upgrading to Active Directory  

 

Section C: Upgrading Windows 2000  

 Active Directory  

 Adprep/forestprep  

 Adprep/domainprep  

 Set Up Server 2003  

 Windows Setup  

 Verify Upgrade  

 Functional Levels  

 Domain/Forest Levels  

 

Section D: Hardware Support  

 Server Class Hardware  

 Standard/Wireless  

 USB Devices  

 View Devices  

 Optical Drives  

 Hardware Installation  

 Driver Signing  

 Unsigned Drivers  

 

Section E: Troubleshoot Hardware  

 Hardware Problems  

 Add Hardware Wizard  

 Update Drivers  

 Audio  

 HAL/Computer Driver  

 Other Tools  

 

Session 2  

Section A: Server 2003  
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 Hard Drives  

 Basic Disks  

 Dynamic Disks  

 More on Basic Disks  

 Basic to Dynamic  

 Dynamic Conversion  

 

Section B: Basic Dynamic Volumes  

 Volume Types  

 Spanned vs. Striped  

 Disk Management  

 Simple Volume  

 Spanned Volume  

 Striped Volume  

 

Section C: Fault Tolerant Volumes  

 Mirrored Volume  

 RAID-5 Volume  

 Configure Mirror  

 Configure RAID-5  

 

Section D: Managing Volumes  

 Disk Management Console  

 Mount into Directory  

 Storage Commands  

 DiskPart Utility  

 Defrag Utility  

 Schedule Defrag  

 

Section E: File Systems  

 FAT/FAT32  

 NTFS  

 NTFS-Based Features  

 Format NTFS  

 Format FAT32  

 File Permissions  
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Section F: Computer Accounts  

 Access Server Resources  

 Join Domains  

 Create Accounts  

 Log onto Domain  

 Computer Management  

 Computer Account Issues  

 DNS Settings  

 Reset Account  

 

Session 3  

Section A: User Accounts  

 Basic Building Block  

 Authentication  

 Create Users  

 Local User Account  

 Active Directory Users  

 User Properties  

 Verify Resource Access  

 

Section B: Advanced User Accounts  

 Create Users Quickly  

 Create Template  

 Copy Template  

 net User Command  

 dsadd User Command  

 

Section C: User Account Properties  

 Properties  

 Account Tab  

 Profile Tab  

 Account Policies  

 Password Policy  

 Account Lockout Policy  

 

Section D: User Profiles  

 Roaming Profile  
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 Mandatory Profile  

 Add Roaming Profile  

 Save Profile  

 Add Mandatory Profile  

 

Section E: Groups  

 Group Categories  

 Group Scope  

 Windows 2000 Mixed Mode  

 Domain Local Group  

 Global Group  

 Universal Group  

 Domain Groups  

 Forest Groups  

 

Section F: Managing Groups  

 Control Access  

 Add Users  

 Create Group  

 Change Group Scope  

 Move Users or Groups  

 AD Automation  

 

Session 4  

Section A: NTFS Permissions  

 Local File Access  

 Permission Inheritance  

 Grant Permissions  

 Advanced Permissions  

 Modify Inheritance  

 Effective Permissions  

 

Section B: Share Permissions  

 Create Share  

 Real World Permissions  

 Modify Permissions  

 Troubleshooting  
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Section C: NTFS Features  

 Ownership  

 View Ownership  

 Take Ownership  

 Compression  

 Quotas  

 Apply Compression  

 Set Quota  

 Test Quota Entries  

 

Section D: Printers  

 Permissions  

 Print Devices  

 Sharing  

 Setting Up  

 Install on Server  

 Share Permissions  

 Install on Client  

 Manage Printers  

 Print Queue  

 Print Server Properties  

 

Section E: Windows Licensing  

 Site Licensing  

 Licensing Tool  

 Verify Licensing  

 Licensing Server  

 Licensing Modes  

 

Section F: Software Update Services  

 Install SUS  

 Administrative Interface  

 Service Packs  

 

Session 5  

Section A: Remote Administration  

 Remote Tools  

 Install Help  
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 Add Computer Management  

 Remote Assistance  

 Using Remote Assistance  

 

Section B: Remote Desktop  

 Implementing  

 Connection  

 Enable & Add Users  

 Remote Connection  

 Options  

 Remote Control  

 

Section C: Web Server  

 Web Services  

 IIS 6.0  

 Install IIS  

 Manage Server  

 Securing IIS  

 

Section D: Monitoring Servers  

 Monitoring Tools  

 System Monitor  

 Remote Monitoring  

 Performance Logs  

 Log/Schedule Properties  

 Create Logs/Alerts  

 View Logs  

 Performance Guidelines  

 

Section E: Shadow Copies  

 Requirements  

 Enable Shadow Copies  

 Settings  

 Restore Shadow Copies  

 

Section F: Backup  
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 Backup Options  

 Removable Storage  

 Backup Process  

 Advanced Options  

 Scheduled Backups  

 Restore Options  

 Restore Active Directory  

 Restore Data  

 

Section G: Disaster Recovery  

 Basic Elements  

 Redundancy  

 ASR  

 Using ASR  

 

Self-paced learning 

Industry expert instructors 

 

Product Info 

 

Server 2003 Network Infrastructure (70-291) LearnSmart 

Video Training 
 

 

 

Description: Gain in-depth Server 2003 Network Infrastructure (70-291) knowledge from industry-leading instructor Aaron 

Spurlock. Aaron provides expert insight and sincere excitement for technology in this comprehensive training product. When you 

complete this training, you'll have all the knowledge you need to pass the 70-291 exam of Microsoft's MCSE 2003 certification. 

Hours of Instruction: 15 Hours of CBT  

CDs: 5 CDs 

Product Highlights: With 15 hours of instruction on 5 discs, Server 2003 Implementing Network Infrastructure LearnSmart 

Video Training is the only core learning you need for this exam. No other outside training is needed! 

 

In this comprehensive training, leading expert instructor Aaron Spurlock explores installing, configuring, and administering 

Microsoft Windows Server 2003. Using his skilled background and a variety of visual resources, such as diagrams and animations, 

Aaron is able to clearly communicate information to you in a way that’s easy to understand.  

 

When you’ve completed this LearnSmart Video Training, youôll have the knowledge needed to successfully pass Microsoft’s 

Server 2003 Implementing Network Infrastructure (70-291) exam. 
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Topics Covered: Learn Everything for Server 2003 Network Infrastructure (70-291) 

Use Server 2003 Network Infrastructure (70-291) LearnSmart Video Training to learn all of the important Microsoft Network 

Infrastructure skills you need to pass your MCSE (70-291) certification exam. When you complete this MCSE training course, you'll 

be an expert on the following "must-know" skills for your MCSE certification: 

 

Session 1  

Section A: Network Infrastructure Overview  

 Required Skills  

 Required Components  

 Base Platform  

 Network Planning  

 

Section B: Understanding TCP/IP  

 TCP/IP History  

 TCP/IP Protocol Suite  

 OSI Model  

 OSI Upper Layers  

 OSI Middle Layers  

 OSI Lower Layers  

 Mapping TCP/IP to OSI  

 TCP/IP Communications  

 

Section C: IP Addresses  

 MAC Addresses  

 IP Addresses  

 Subnet Mask  

 IP Address Clauses  

 Subnet Mathematics  

 

Section D: Addressing Your Network  

 Static Addresses  

 Dynamic Addresses  

 Assigning Addresses  

 Assign Static Address  

 Alternate Configuration  

 Advanced IP Properties  

 Configure Advanced Settings  

 

Section E: Dynamic Addressing  
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 APIPA  

 Using APIPA  

 DHCP  

 DHCP Process  

 DHCP Scopes  

 DHCP Superscopes  

 

Section F: Implementing DHCP  

 DHCP Authorization  

 Create Scope  

 Configure Client  

 Create Reservation  

 

Session 2  

Section A: Managing DHCP  

 Reconcile Scopes  

 Backup DHCP  

 DHCP Relay Agent  

 Install Relay Agent  

 Configure Relay Agent  

 

Section B: IP Address Troubleshooting  

 DHCP Problems  

 Troubleshooting Tools  

 Conflict Detection  

 DHCP Authorization  

 Client IP Problems  

 

Section C: Name Resolution  

 DNS History  

 Authority/Delegation  

 Zones/Domains  

 DNS Namespace  

 DNS Servers  

 DNS Zone Types  

 

Section D: Install DNS Servers  
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 Install DNS  

 Configure DNS Servers  

 Configure DNS Options  

 Server Properties  

 Configure Forwarding  

 

Section E: Configuring Zones  

 Choose Zone Type  

 Active Directory Integration  

 Create Zone  

 Zone Properties  

 Create DNS Records  

 Delegate Domain  

 

Section F: Monitor & Troubleshoot DNS  

 Monitoring DNS  

 Event Viewer  

 Debug Logging  

 Nslookup  

 Aging & Scavenging  

 Troubleshoot Name Resolution  

 

Session 3  

Section A: Remote Access  

 Types of Connectivity  

 Configure Remote Access  

 Configure Modem  

 Configure RRAS  

 RRAS Properties  

 Ports  

 

Section B: Virtual Private Networks  

 PPTP  

 L2TP/IPSec  

 Configure Security  

 IP Settings  

 Configure Client  
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 IPSec Settings  

 Access Network  

 

Section C: Remote Access Policies  

 RRAS User Authentication  

 Configure Logging  

 User Properties  

 Remote Access Policies  

 Configure Policies  

 Policy Properties  

 Verify Policy  

 

Section D: Internet Authentication Service  

 RADIUS  

 Authentication  

 Configure IAS Server  

 RADIUS Clients  

 IAS Policies  

 Authorize Server  

 Configure  

 

Section E: Troubleshooting Remote Access  

 Common Problems  

 VPN Security  

 Packet Filters  

 Test Filters  

 

Section F: Routing Introduction  

 IP Routing  

 Routing Protocols  

 RIP Routing  

 OSPF Routing  

 Static Routing  

 

Session 4  

Section A: Implementing Routing  

 Managing IP Routing  
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 Routing Protocols  

 Routing & Remote Access  

 Static Routing  

 Verify Static Route  

 Dynamic Routing  

 Configure Outbound  

 Configure Inbound  

 

Section B: Demand-Dial Routing  

 Usage  

 Configure DDR  

 Dial-In Setup  

 Dial-Out Setup  

 Two-way Connection  

 Dynamic Routes  

 Configure Remote  

 Demand-Dial Interface  

 

Section C: Secure Remote Access  

 VPNs  

 Corporate VPN  

 VPN Credentials  

 VPN Properties  

 IP Addressing  

 Branch VPN  

 Verify VPN Connection  

 Filtering/Rules  

 

Section D: ICS NAT  

 Address Translation  

 Connection Sharing  

 ICS/ICF Set-Up  

 Advanced Setting  

 ICS/ICF Services  

 

Section E: RRAS NAT  

 Implementation  

 Configuring  

 ICF/ICS Conflict  
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 Enable RRAS NAT  

 Public/Private  

 NAT Properties  

 Using NAT  

 

Section F: Troubleshooting Routing  

 RRAS  

 Demand-Dial  

 NAT  

 Event Logging  

 Trace Log  

 

Session 5  

Section A: Security Templates  

 Baseline  

 Add Security MMC  

 Built-in Templates  

 Create Template  

 Implement Template  

 Import Templates  

 Applying Templates  

 

Section B: IPSec  

 IPSec Process  

 IPSec Protocols  

 Transport Mode  

 Tunnel Mode  

 Integrity/Encryption  

 Authentication  

 

Section C: Configure IPSec  

 Implementation  

 Actions/Rules  

 Using IPSec  

 IP Filter List  

 Filter Actions  

 Create Policy  

 Assign Policy  
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 Verify  

 

Section D: Troubleshoot IPSec  

 IP Security Monitor  

 Tracking IPSec  

 Solve/Verify  

 View Policy  

 Update Policy  

 QuickMode  

 

Section E: Monitoring  

 Tools  

 Network Performance  

 Network Diagnostics  

 Network Monitor  

 Capture VPN Traffic  

 Analyze Data  

 Troubleshooting Tools  

 

Section F: Troubleshooting Services  

 Services  

 Failure Actions  

 Service Console  

 SC Command  

 

Self-paced learning 

Industry expert instructors 

 

Product Info 

 

Server 2003 Planning Network Infrastructure (70-293) 

LearnSmart Video Training 
 

 

Sample URL: http://video.preplogic.com 
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Description: Gain in-depth Server 2003 Planning Network Infrastructure (70-293) knowledge from industry expert Michael Storm. 

Michael's expert insight and energetic instruction creates an incredibly comprehensive learning environment. When you complete 

this training, you'll have all the knowledge you need to pass this portion of Microsoft's MCSE 2003 certification. 

Hours of Instruction: 15 Hours of CBT 

CDs: 5 CDs 

Product Highlights: With 15 hours of instruction on 5 discs, Server 2003 Planning a Network Infrastructure LearnSmart Video 

Training is the only core learning you need for this exam. No other outside training is needed! 

 

In this comprehensive training, leading expert instructor Michael Storm explores how to plan for server and network security, 

routing and remote access, and server availability. Using his skilled background and a variety of visual resources, such as diagrams 

and animations, Michael is able to clearly communicate information to you in a way that’s easy to understand.  

 

When you’ve completed this LearnSmart Video Training, youôll have the knowledge needed to successfully pass Microsoft’s 

Server 2003 Planning a Network Infrastructure (70-293) exam. 

 

Topics Covered: Learn Everything for Server 2003 Planning Network Infrastructure (70-293) 

Use Server 2003 Planning Network Infrastructure (70-293) LearnSmart Video Training to learn all of the most important MCSE skills 

you need to plan a Microsoft Server 2003 Infrastructure and pass this MCSE certification exam. When you complete this Microsoft 

CBT course, you'll be an expert on the following "must-know" skills for your MCSE certification: 

 

Session 1  

Section A: Introduction  

 Connectivity  

 RRAS  

 Availability  

 Security  

 Components  

 

Section B: TCP/IP Networking  

 Network Planning  

 IP Addressing  

 IP Address Classes  

 Subnet Mask  

 Addressing Scheme  

 

Section C: Network Availability  

 Subnetting Requirements  

 Network Planning  

 Availability  

 Redundancy  

 

Section D: Network Performance  
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 Affecting Factors  

 Physical Subnets  

 Logical Subnets  

 Ethernet Usage - 10 Mbps  

 Ethernet Usage - 100/1000 Mbps  

 

Section E: Planning for Growth<  

 Requirements  

 Traffic Flow  

 How to Plan  

 

Section F: DHCP Planning  

 Config Methodologies  

 DHCP Features  

 Integration Benefits  

 LAN  

 Routed Networks  

 Planning  

 Non-Microsoft Clients  

 

Section G: Troubleshooting TCP/IP Addressing  

 DHCP Performance  

 Lease Duration  

 DHCP Security  

 DHCP Issues  

 Troubleshooting Tools  

 Traffic Monitoring  

 

Session 2  

Section A: Internet Connectivity  

 Connectivity Solutions  

 Connection Components  

 Using NAT  

 Secure Perimeter  

 

Section B: Network Address Translation  
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 Define Translation  

 NAT Solution  

 NAT Server Options  

 IP Filters  

 Address Pools/Ports  

 VPN Tunnels  

 Availability/Performance  

 

Section C: Internet Security & Acceleration  

 Planning Decisions  

 Filtering Features  

 Security Features  

 Additional Features  

 Design Options  

 Design Requirements  

 Active Directory  

 Perimeter Design  

 

Section D: Enhancing ISA Server  

 Enhance Availability  

 Clustering Type  

 Caching Method  

 Organize Hierarchy  

 Distribute IP Traffic  

 

Section E: Clustering Technologies  

 NLBS  

 CLB  

 Server Clusters  

 X Node Clustering  

 Clustering Components  

 Failover/Failback  

 Cluster Management  

 

Section F: Planning RRAS  

 Planning Decisions  

 Isolation  
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 Integration  

 Protocol Support  

 Routing Solution  

 Solution Integration  

 

Session 3  

Section A: RRAS Advanced Features  

 RRAS Filtering  

 Wireless Standards  

 Wireless Enhancements  

 802.1x Authentication  

 Wireless Security  

 Enhancing Performance  

 

Section B: IP Troubleshooting  

 Local Clients  

 Reachability Issues  

 NAT Issues  

 Routing Issues  

 Strategy for Routing  

 Outside-In  

 Inside-Out  

 Divide-by-Half  

 

Section C: Secure Remote Access  

 IPSec  

 Connect with IPSec  

 IPSec Mode  

 VPN Tunnels  

 Tunneling Protocol  

 VPN Compulsory Tunnel  

 VPN Voluntary Tunnel  

 Tunneling Comparisons  

 

Section D: RAS Authentication  

 Planning Decisions  

 Authentication Methods  

 Kerberos  

 Certificate-based  
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 Smart Cards  

 NTLM/Clear-text  

 Digest/SSL/RADIUS  

 RAS Policy  

 

Section E: Planning IPSec Policy  

 IPSec Policy  

 Requirements · Components  

 Identify Needs  

 IPSec Phases  

 Negotiation Policies  

 Policy Filters  

 

Section F: Planning IPSec Deployment  

 Authentication Types  

 Digital Certificates  

 Certificate Use  

 Deployment Options  

 GPO Deployment  

 Processing Order  

 Effective Policy  

 

Session 4  

Section A: IPSec Troubleshooting  

 IPSec Monitor  

 IP Security Management  

 Users & Computers  

 RSoP  

 Event Viewer  

 Troubleshooting Process  

 

Section B: DNS  

 Design Process  

 DNS Features  

 AD Integrated Zone  

 Traditional Zone  

 Choosing Zone Type  
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 Connecting to Internet  

 

Section C: Integrating DNS  

 Options  

 Namespace  

 First DNS Server  

 Secure DNS  

 Secure Zone Replication  

 DNS Availability  

 DNS Performance  

 DNS Troubleshooting  

 

Section D: Planning WINS  

 WINS Solution  

 Routed Network  

 Client Considerations  

 Multiple Servers  

 Secure WINS  

 WINS Availability  

 WINS Performance  

 

Section E: Security Design Process  

 Server Roles  

 Security Categories  

 Identify Risks  

 Identify Threats  

 Business Requirements  

 System Requirements  

 

Section F: Security Baseline  

 Baseline Strategy  

 Baseline Server Roles  

 Physical Security  

 Passwords  

 Hardware  

 Security Templates  

 Verify & Analyze  
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 Deploy & Update  

 

Session 5  

Section A: Perimeter Security  

 Router Security  

 External Attacks  

 DoS/Port Scanning  

 Firewalls  

 DMZ Subnets  

 Three-Prong Approach  

 Midground Screen  

 

Section B: Securing Public Servers  

 Vulnerabilities  

 Public Server Roles  

 HTTP/FTP Server  

 DNS Server  

 Messenger Server  

 Application Server  

 VPN Server  

 Terminal Server  

 

Section C: Authentication/Encryption  

 Transmission Options  

 VPN Connection  

 Design Decisions  

 

Section D: Certificates  

 PKI  

 Reliability  

 Requirements  

 CA Distribution  

 Issuing CAs  

 Commercial CAs  

 Private CAs  

 

Section E: CA Design  
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 Guidelines  

 Planning CA Hierarchy  

 User Accounts  

 Mapping  

 

Section F: Planning for Administration  

 Planning Aspects  

 Remote Administration  

 Terminal Services  

 Monitoring Performance  

 Monitoring Services  

 Backup/Recovery  

 Media Handling  

 Data/System Protection  

 

Self-paced learning 

Industry expert instructors 

  

Product Info 

 

Server 2003 Active Directory Infrastructure (70-294) 

LearnSmart Video Training 
:  

 

 

Description: Gain in-depth Server 2003 Active Directory Infrastructure (70-294) knowledge from industry expert Dale Brice-Nash. 

Dale creates an exciting and insightful learning environment with his expert command of topics covered. When you complete this 

training, you'll have all the knowledge you need to pass this portion of Microsoft's MCSE 2003 certification. 

Hours of Instruction: 15 Hours of CBT 

CDs: 5 CDs 

Product Highlights: With 15 hours of instruction on 5 discs, Server 2003 Active Directory Infrastructure LearnSmart Video 

Training is the only core learning you need for this exam. No other outside training is needed! 

 

In this comprehensive training, leading expert instructor Dale Brice-Nash explores how to set up and maintain Active Directory 

structure and topology, and how to plan and implement user, computer and group security. Using his skilled background and a 

variety of visual resources, such as diagrams and animations, Dale is able to clearly communicate information to you in a way that’s 

easy to understand.  

 

When you’ve completed this LearnSmart Video Training, youôll have the knowledge needed to successfully pass Microsoft’s 

Server 2003 Active Directory Infrastructure (70-294) exam. 

 

Topics Covered: Learn Everything for Server 2003 Active Directory Infrastructure (70-294) 
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Use Server 2003 Active Directory Infrastructure (70-294) LearnSmart Video Training to learn everything an MCSE needs to know 

about Active Directory Infrastructure and pass your MCSE certification exam. When you complete this MCSE (70-294) CBT course, 

you'll be an expert on the following "must-know" skills for your certification: 

 

Session 1  

Section A: AD Introduction  

 Overview  

 Objectives  

 Overview Continued  

 

Section B: AD Foundations & CIA Model  

 Foundations Overview  

 Active Directory  

 Directory Service in AD  

 Directory Service Char.  

 AD Interoperability  

 CIA Model  

 CIA Responsibility  

 

Section C: Logical & Physical Components  

 AD Definitions  

 Logical Components  

 More Logical Component  

 Logical Structure  

 Physical Components  

 Physical Structure  

 

Section D: FSMO Roles of AD  

 Master Roles Overview  

 Understanding Schema  

 Schema Master  

 Schema Master Seizure  

 Viewing Schema  

 Schema User Class  

 New User Attributes  

 Role Transition  

 

Section E: Additional FSMO Roles of AD  
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 Domain Naming Master  

 Domain Naming Seizure  

 Domain Specific Masters  

 Domain Naming Controls  

 Domain Specific Controls  

 Infrastructure Roles  

 

Section F: Uniqueness Rules & Global Catalog  

 Uniqueness Rules  

 Global Catalog  

 Distinguished Name  

 Relative Name  

 Domain & Forest Summary  

 

Section G: Administrative Tools  

 Create New User Object  

 New User Password  

 Change New User Object  

 Windows Support Tools  

 ADSI Edit  

 NetBIOS Commands  

 

Session 2  

Section A: DNS Concepts  

 Installation Overview  

 AD Authentication  

 DNS Components  

 DNS & AD  

 DNS Structure  

 DNS Namespace  

 DNS Types  

 DNS Queries  

 

Section B: DNS Zone Types  

 Zone Types Overview  

 Primary & Secondary  

 Zone Transfers  
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 Stub Zone vs. Secondary  

 Delegation & Integration  

 Excumination & Identification  

 Zone Identification  

 Create & Integrate  

 

Section C: Installation Requirements  

 Domains & Forests  

 Checklist  

 Preparation  

 Operating Systems  

 Information Required  

 

Section D: Installation Process  

 Installation of AD  

 Installation Upgrade  

 ADPREP Forest  

 ADPREP Domain  

 Installation Specifics  

 Installation Decisions  

 

Section E: AD Replica  

 Add a Replica  

 IFM  

 IFM Rules  

 Adding a Replica  

 

Section F: Validate Installation  

 Validate Process  

 Validate Tools  

 Validate Steps  

 Validation  

 SYSVOL & SRV Records  

 

Section G: Post Installation Process  

 Post Checklist  
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 Zone Integration  

 New Group Policy  

 SMB Signing Policy  

 

Session 3  

Section A: Forest & Domain Levels  

 Forest Functional Levels  

 Domain Functional Levels  

 Enhancements  

 Raising  

 

Section B: Trust & Decommissioning a DC  

 Trust Relationships  

 Relationship Types  

 Create a Trust  

 Trust Direction  

 Trust Password  

 Complete Trust  

 Decommissioning Steps  

 

Section C: Organizational Unit Structure  

 OU Overview  

 OU's Role in AD  

 OU Phases  

 OU Hierarchy  

 Organizational Factors  

 Guidelines  

 Creating OU's  

 Using DS add  

 

Section D: OU Delegation  

 Delegation of Control  

 Security & Permissions  

 

Section E: Implementing Users & Groups  

 Implementing Concepts  

 SID, RID, & GUID  
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 SIDHistory  

 SIDHistory Tool  

 Exploring SID & RID  

 

Section F: User Acct & Group Types  

 Account Types  

 Group Types & Scopes  

 Group Scopes  

 Universal Groups  

 Enterprise Model  

 Single Domain Forest  

 Creating & Managing  

 User Admin Tools  

 

Session 4  

Section A: UPN & Password Policies  

 UPN Suffixes  

 Alternate UPN  

 Password Strategies  

 Securing Auth  

 Password & Auth  

 

Section B: Group Policy Objects in AD  

 GPO Settings  

 GPO Concepts  

 GPO Application  

 GPO Planning  

 

Section C: Create, Configure, & Manage GPOs  

 Exploring GPO's  

 User Settings  

 

Section D: Tools & Delegating GPO  

 GPO Tools  

 Using GPO Tools  

 Delegate Control  
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 Validate & Test  

 

Section E: Software Deployment with GPOs  

 Windows Installer  

 Software Life Cycle  

 Deployment Process  

 Assignment vs. Publishing  

 Deployment  

 

Section F: Software Management & Removal with GPOs  

 Management Overview  

 Management Options  

 Removing Software  

 

Section G: Replication in AD  

 Sites & Replication  

 Replication Notification  

 Update Notification  

 Replication Process  

 Replication Conflicts  

 

Section H: Intrasite & Intersite in AD  

 Sites in AD  

 Intrasite  

 Intersite  

 Intersite Replication  

 Create Site  

 Intrasite Replication  

 

Session 5  

Section A: Security Settings  

 GPO Editor  

 Smart Card Auth  

 User Certificates  

 IP Security Policies  
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 Local Group Policy  

 

Section B: Highly Available DNS  

 DNS Role  

 DNS in AD  

 Global Catalog Servers  

 Enable Global Catalog  

 Universal Group Caching  

 DC Best  

 Capacity Planning  

 

Section C: FSMO Rules  

 Schema & Domain Naming  

 PDC Emulator & RID  

 Infrastructure Master  

 Transfer Roles  

 Seizing Roles  

 ntdsutil  

 

Section D: Backup, Analysis, & Monitor  

 NTBackup  

 Backing up AD  

 Restoring AD  

 Restore Process  

 Replication Tools  

 Performance Analysis  

 Replication Monitor  

 

Section E: Directory Serv Models & Bus Req  

 Directory Serv Models  

 Project Life Cycle  

 AD Project Documents  

 Resources  

 

Self-paced learning 

Industry expert instructors 
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